[Tpunoxenue N 2
NHO®OPMALUNOHHASA MTAMSATKA
JJISA OBYYAIOIUXCA 1JIsA PASMEIIEHUSA
HA O®OPUINAJIBHBIX UHTEPHET-PECYPCAX

C KaXXJIbIM r0/I0OM MOJIOJIEXKHU B UHTEPHETE CTAHOBUTHCS OOJIbIIE, a IIKOJbHUKU OJIHU U3 CaMbIX
aKTUBHBIX Iosib30BaTeneil Pynera. Mexay TeM, HOMHMO OTPOMHOIO KOJHMYECTBA BO3MO>KHOCTEH,
MHTEPHET HeceT U MpoOeMbl. DTa aMsTKa JODKHA IIOMOYb Tebe 0e30MMacHO HaXOUThCS B CETH.

Komnbrorepabie BUPyChbl

KoMmnbroTepHslii BUPYC - 3TO Pa3HOBHJIHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTIMYUTEIBLHON
0COOEHHOCTBIO KOTOPOH SIBJII€TCSI CIIOCOOHOCTh K pa3MHOXKEHMIO. B omonHeHue Kk 3ToMy, BUPYChI
MOTYT TIOBPEIUTh WM TOJHOCTHIO YHUYTOXUTH BCe (ailibl W JaHHBIC, IOIKOHTPOJbHBIC
H0JIb30BATENI0, OT UMEHH KOTOPOro ObuIa 3allyllleHa 3apa)KeHHas Mporpamma, a TaKkKe MOBPEAUTH
WIM Ja)K€ YHUUTOXHUTh ONEPALMOHHYI0 CHCTEMY cO BceMH (aiimamu B 1esnoM. B OosblIMHCTBE
CJIy4aeB pacIpOCTPaHAIOTCS BUPYCHl YEPE3 UHTEPHET.

MGTOIH)I 3al0UTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. HCHOHB?»Yﬁ COBPEMCHHBLIC OIICPALMOHHBIC CUCTEMbI, HMCHOIIIHC CepBeSHHﬁ YPOBCHDb 3allIUThHI
OT BPpCAOHOCHBIX IIPpOIrpaMMm;

2. TlocrossHHO ycTaHaBnuBail mauTd (UKM(GPOBBIE 3alIaTKH, KOTOpPHIE AaBTOMATHYECKU
YCTaHABJIMBAIOTCA C LENbI0 JAOPAa0OTKH MPOTrpamMMbl) M Jpyrue OOHOBJIEHHUS CBOEH OnepalrOHHON
cuctembl. CkaunBail UX TOJIBKO C OPHUIMAIBLHOTO caiita pazpabotunka OC. Ecnu cyiiecTByeT pexum
ABTOMATHYECKOTO OOHOBIICHHSI, BKITIOUYH €T0;

3. Paborait Ha cBOeM KOMITBIOTEpE MO/ MPaBaMH IOJIb30BATENsA, & HE aIMHUHUCTpATOpa. DTO HE
TII0O3BOJIUT 6OJ'II)HII/IHCTBy BPCAOHOCHBIX IIpOTrpaMM HWHCTAJIMPOBATHECA Ha TBOEM IICPCOHAIBHOM
KOMITBIOTEPE;

4. Hcnonp3yil aHTUBUPYCHBIE NpPOTpaMMHBIE MPOAYKTHI HU3BECTHBIX MPOU3BOAMUTENCH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Orpanuub (pU3HYECKUN JOCTYH K KOMIIBIOTEPY [T TOCTOPOHHUX JIMIL;

6. Mcnonb3yil BHEIIHME HOCUTENM HMH(OpManuM, Takue Kak ¢riemka, IUcK wid dailn u3
MHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7. He oTkpbIBail KOMIbIOTEPHBIE (ailibl, TOJyYeHHbIE U3 HEHAAEKHBIX UCTOYHMKOB. Jlaxke Te
(aiinbl, KOTOpbIe MpUCIa TBOIM 3HAKOMBIN. JIyyllle yTouyHH y HEro, OTHPABJISII JIU OH TeOe UX.

Ceru WI-FI

Wi-Fi - aT0 He Buj mepemayn TaHHBIX, HE TEXHOJIOTHUS, a BCEro JIMIIb OpeHn, Mapka. Eme B
1991 romy nHuaepnaHickas KommaHus 3apeructpupoBana Opera "WECA", uro o6o3Hayano
cioBocouetanue "Wireless Fidelity", koTopslii mepeBoautcs kak "GecrpoBoiHas TOYHOCTH'.

Jlo Hamlero BpeMeHu Joluia apyras abOpeBuaTypa, KOTopas sIBISIETCS TaKOM e TEXHOJIOTHEH.
D10 ab6pesuarypa "Wi-Fi". Takoe HazBaHue OBUIO JaHO C HAMEKOM Ha CTaHAAPT BBICIICH 3BYKOBOMU
texHuku Hi-Fi, uro B mepeBosie o3HayaeT "BbICOKAs TOYHOCTH'".



Jla, OecrutaTHBIA HMHTEPHET-IOCTYN B Kade, OTeNIX M a’pomoprax sBISETCS OTIMYHOU
BO3MOXKHOCTBIO BBIXOZIa B MHTEpHET. HO MHOTHE 3KCIepThl CYHMTAIOT, 4TO oOmieaocTynHbie Wi-Fi
CETHU He SABJISAIOTCS 0€30MaCHBIMU.

Cogerbl 110 Oe30MacHOCTH pabOThI B 00LIEIOCTYIHBIX ceTsix Wi-fi:

1. He mepenaBaii cBoro Jau4Hyr0 MHpOpMaIuio depe3 obmeaoctynusie Wi-Fi cetu. Paboras B
HUX, JKEJIAaTeJIbHO HE BBOJUTH MAPOJIN JOCTYIIA, JIOTHMHBI U KaKUe-TO HOMEpa;

2. Ucnonw3yihi u OOHOBISH aHTHBHPYCHBIE NpOrpaMMbl M Opanamayep. Tem cambiM T
obe3omacuIb ce0st OT 3aKaYKK BUpYyca Ha TBOE YCTPOICTBO;

3. IIpu ucnonp3zoBanuu Wi-Fi otkimtoun pynkmuro "OOmuid goctym K ¢ainam v npuHTepam".
Jannast GyHKIUS 3aKphITa IO YMOJIYAHHUIO, OJTHAKO HEKOTOPBIC TMOJIb30BATENI aKTHBUPYIOT €€ JIJIs
y100CTBa UCIIOIH30BaHUSI B pabOTe WK yueoe;

4. He ucnionb3yit myommunsiii WI-FI ans nmepenaun TUYHBIX JaHHBIX, HAIPUMEp JUIS BBIXOJA B
COLIMAJIbHBIE CETU WUJIM B DJIEKTPOHHYIO IIOUTY;

5. Ucnone3yit Tonpko 3amuiiennoe coequnenue uepes HTTPS, a ue HTTP, 1.e. mpu Habope
BeO-aapeca BBoau uMeHHO "https://";

6. B moOounsHOM Tenedone otkimoun ¢pynkuuio "l[lonkmodenne k Wi-Fi aBromarnyecku". He
JIONYCKai aBTOMAaTH4eCcKOro MOAKIIIOYEHHs ycTpoiicTBa Kk cetaM Wi-Fi 6e3 TBoero cormacwusi.

ConuajJbHBIE CeTH

ConuanbHble CeTH aKTHUBHO BXOAST B HAIly XH3Hb, MHOTHE JIOAM pabOTalOT U KUBYT TaM
NOCTOSIHHO, a B Facebook yke 3apeructpupoBan MUIUIHApP]] YEIOBEK, YTO SIBISIETCSI OJHOM CEIbMOM
BCEX JKUTENEeH MaaHeThl. MHOTHE MMOJIb30BaTeNu He MOHUMAIOT, YTO HH(OpMAIIHs, pa3MeIeHHAs UMH
B COIMAJBHBIX CETAX, MOXKET OBITh HaiiJiecHa W WCIOJIb30BaHA KEM YTOJHO, B TOM YHCIE HE
00s3aTeNbHO ¢ OJIaTUMH HAMEPEHUSIMH.

OcCHOBHBIE COBETHI IO 0€30MaCHOCTH B COHMAJIbHBIX CCTAX:

1. Orpannyb cOUCOK Jpy3eil. Y Te0s B Opy3bsX HE JAOHKHO OBITh CIIy4alHBIX M HE3HAKOMBIX
JIIOJIEH;

2. 3ammiail cBor yacTHyIO XKu3Hb. He ykaspiBail mapoiu, TenedoHbl, aapeca, 1aTy TBOETO
POXIEHUS W JAPYrYIO0 JHUYHYIO HH(pOpMAIHio. 3JIOYMBIIUIEHHUKH MOTYT MCIIOJIb30BaTh Jaxe
MH(OPMALIMIO O TOM, KaK Thl U TBOU POJUTEINHN TUIAHUPYETE MPOBECTH KAaHUKYJIBI;

3. 3ammmail cBOI pemyTanMio - IepXKH €e B YUCTOTe M 3a/aBail cebe Bompoc: XoTen Obl Thl,
yTOOBl JApyrue TMOoJib30BaTeNd BUAENU, 4YTO Thl 3arpyxkaemb? [logymail, mpexiae ueM YTO-TO
OIyOJIMKOBATh, HAITUCATD U 3arPYy3UTh;

4. Ecnu ThI TOBOpHIIB C JIFOAbMH, KOTOPBIX HE 3HACIIb, HE MCIOJIb3YH CBOE pEalbHOE UMS U
JIPYTYIO JIMYHYIO HHPOPMAIIUH: UMSI, MECTO KUTEIHCTBA, MECTO YUeOBbI U TIpoUee;

5. UzGerait pazmemnienus Qotorpaduit B MHTEepHeTe, Tae THI M300pakeH Ha MECTHOCTH, IO
KOTOPOH MOXHO OIIPENEIUTh TBOE MECTOIOJIOKECHHUE;

6. Ilpu peructpanuu B COIHAIBHOW CETH HEOOXOJUMO HCIOJIb30BaTh CIIOXKHBIC MapOIIH,
cocrosmue u3 OyKB ¥ QP U C KOIUIECTBOM 3HAKOB HE MEeHee §;



7. JAnst COUMANbHOM CETH, MOYTHI U JPYTUX CaTOB HEOOXOAMMO HCIIOJIb30BaTh pa3HbIe MapoJIu.
Torna ecnu T€0s1 B3IOMAIOT, TO 3710YMBIIUIEHHUKY TOTY4aT AOCTYH TOJBKO K OHOMY MECTY, a HE BO
BCE Cpasy.

DJIeKTPOHHBbIE IeHbI' U

BHGKTpOHHHe JCHBIM - O3TO OYCHb y,I[O6HBII>i croco0 HJ'IaTe)KefI, OAHAKO CYIIECTBYIOT
MOIICHHUKH, KOTOPBIC XOTAT MOJYYUTh 3TU ACHBI'U.

BHGKTpOHHHe JCHBI'M IIOABHJIIMCHh COBCEM HEAABHO M HWMCEHHO H3-3a 3TOI'O0O BO MHOTHX
rocyaapCTBax A0 CUX IIOP HEC NPONHCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHu (pyHKIMOHUPYIOT M O HUX YK€ IPOMUCAHO B 3aKOHE, TJe MX Pa3AelsioT Ha
HECKOJIbKO BHUJOB - AaHOHMMHBIE U HE aHOHHMMHbIE. Pa3HuIa B TOM, YTO aHOHUMHBIE - 3TO TE, B
KOTOPBIX pa3periacTcsi MPOBOAUTH Onepauu 0e3 uaeHTU(UKAIIUN 110JIh30BaTeNsl, a B HEAHOHUMHBIX
uAeHTU(DUKAIIS TOIH30BATENS ABISETCS 00513aTENbHOM.

Taxke crnemyer pa3nuyarh dJCKTPOHHBIE (UaTHBIE JCHBIH (paBHBI T'OCYIAPCTBEHHBIM
BaJIIOTaM) U DJIEKTPOHHbIE HEPHUATHBIE IEHbI'M (HE paBHbI TOCYJAapPCTBEHHBIM BAJIIOTaM).

OCHOBHBIE COBETHI IO O€30IaCHOM pa60Te C OJICKTPOHHBIMHA JCHbI'aMU:

1. IpuBsoku K cuyery MOOWIBHBIA TenedoH. DTO caMblii yHOOHBIH M OBICTPBI CHOCOO
BOCCTAHOBUTH JIOCTYI K cueTy. [IpuBsi3aHHbIN TenedOH MOMOXKET, €CIIH 3a0y/Ielb CBOM IIaTCKHBIHI
MapoJib WM 3aiJIelIb Ha CAalT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonb3yit oqHOpa3oBbie aponn. [locne mepexona Ha yCUIICHHYIO aBTOPH3aIio Tebe yxe
He Oy/IeT yrpoXaTh OMACHOCTh KPaXKH MITU IepeXBaTa MIaTeKHOTO IMapoJis;

3. Boibepu cnoxHblil nmapons. IlpecTynHukam OyneT He NMPOCTO yrajgaTh CIOXHBIA HapoJib.
Hanexnsle maposm - 3TO MapojH, KOTOPbIE COAEP)KAaT HE MEHEee 8 3HAKOB U BKIIIOYAIOT B ceOs
CTPOYHBIE U MPONKCHBbIE OYKBBI, HUPPHI 1 HECKOJIBKO CUMBOJIOB, TaKue Kak 3HaK Joijapa, ¢pyHTa,
BOCKJIMIIATEbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

4. He BBOIM CBOM JTUYHBIC JAHHBIE HA CATaX, KOTOPHIM HE JIOBEPSICIIb.
DJIeKTPOHHAA MOYTA

ONEeKTpOHHAss MOYTa - ATO TEXHOJOTHMsS M IPENOCTABISEMBbIE €H0 YCIYI'H IO IEpPECBUIKE U
HOJYYEHHUIO AJIEKTPOHHBIX COOOILIECHU, KOTOPBIE PACHPEENSIOTCS B KOMIBIOTEpHOU ceTh. OOBIYHO
AJIEKTPOHHBIN MOYTOBBIN ALUIUK BBIMJISIAUT CIEAYIOLUM 00pa3oM: UMs_T0JIb30BaTENA(@WHUMS_JIOMEHa.
Taxoke KpoMme nepesadyn IpocTOro TeKCTa, UMEeTCs BO3MOXKHOCTh NepeaBarh (haibl.

OcHOBHBIE COBETHI IO 0€30MacHOM padoTe ¢ AIMEKTPOHHON TOYTOM:

1. Hago BbIOpaTh mpaBUiIbHBIA TOYTOBBIM cepBUC. B MHTepHETE €cTh OrpOMHBIM BBIOOD
OecrIaTHBIX IMOYTOBBIX CEPBUCOB, OJHAKO Jy4lle JOBEPATh TE€M, KOrO 3Haellb U KTO NEpPBHIH B
pEUTHUHTE;

2. He yka3piBali B JMYHOW mouTe JMuYHyI0 HH(opmanuio. Hampumep, mydiie BbeIOpath
"My3bIKanbHbIN _(aHat@" nau "pox2013" Bmecto "Temal3";

3. Wcnonp3yil ABYXATAalHYK aBTOPU3ALMIO. DTO KOTJa IMOMUMO IApOJIsl HY’)KHO BBOJIWUTH KOJ,
npucbuIaeMblil mo SMS;



4. BeibepH CIOXHBINA Tapolib. J[J1s Kak0ro MOYTOBOTO SIIIMKA JOJKEH OBITh CBOW HAJICXKHBIH,
YCTOMYHMBBIN K B3JIOMY I1apOJIb;

5. Ecin ecTb BO3MOXXHOCTh HamucaThb CaMOMY CBOM JIMYHBIA BONIPOC, HCIOIB3YH 3Ty
BO3MOKHOCTB;

6. Mcnosib3yil HECKOJIBKO MOYTOBBIX SIITUKOB. [IepBBIil 1711 YaCTHOM MEPENUCKHU C aJpecaTamu,
KOTOPBIM Thl JOBEpselIb. JTO DJIEKTPOHHBIN aJpec He HAJ0 MCIOJIb30BAaTh MPU PErHCTpalld Ha
dopymax u caiitax;

7. He oTkpbiBail (ailsibl U Ipyrue BIOKEHUS B MHUCbMAax, JaXKe €CIU OHU MPUIUIM OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTHPABIISUIN JIU OHU TeOe 3TH (aiiibl;

8. Ilocne oxoHyaHUsi pabOTHI HA TTOYTOBOM CEPBHUCE MEpe] 3aKPHITHEM BKIJIAJIKH C CAUTOM HE
3a0yap HaXXaTh Ha "BeiidTa".

KubepOy/uinHT Wi BUPTYaJibHOE H31€BaTEJIbCTBO

KubepOymauHr - mpecineoBaHue COOOMICHUSMH, COAEPIKAIIUMHU OCKOpPOJICHUS, arpeccuio,
3allyTMBAaHKE; XYJUTAHCTBO; COIMAIbHOE OOMKOTHpPOBAaHUE C TMOMOIIBIO PA3IUYHBIX HMHTEPHET-
CEPBHCOB.

OcHoBHbIE COBETHI 110 00PbOE C KNOEPOYIMHIOM:

1. He Gpocatiicst B 60#. Jlyummii crioco0: MoCcOBETOBAaThCS Kak ce0s BECTH M, €CIIM HET TOTO, K
KOMY MOKHO O6paTI/ITI>C$I, TO BHa4YaJIC YCIIOKOHUTHCA. Eciu TBI HauHEeNIs OTBEUATH OCKOp6JI€HI/I$[MI/I Ha
OCKOPOJICHUSI, TO TOJILKO €IIie OOJIbINE PAa30XKIKEITh KOH(IUKT;

2. Ypasindii cBoeil kubeppenyTanuei;

3. AHOHMMHOCTH B CETH MHHMAs. CYH_ICCTBYIOT CIIOCOOBI BBISICHUTBH, KTO CTOUT 3a aHOHHMMHBIM
AKKAaYHTOM;,

4. He crout BecTH XyJauraHckuil oOpa3 BUPTYyaJIbHOM KHU3HU. VIHTEpHET QUKCUpYET BCE TBOU
JEHCTBUS U COXpaHSeT UX. Y TaIUTh UX OyJeT KpaiiHe 3aTpyIHUTENBHO;

5. CoGumrosiait cBOIO BUPTYAIbHYIO YECTh CMOJIONY;

6. Urnopupyit enuHuuyHblii HeratuB. OAHOpPA30Bble OCKOPOUTENbHBIE COOOIIEHUS JIydlle
UrHopupoBaTh. OOBIUHO arpeccusi IpeKpalaeTcs Ha Ha4aabHOU CTaaNH;

7. ban arpeccopa. B nporpammax 0o0MeHa MTHOBEHHBIMU COO6H_ICHI/I$IMI/I, B COIMAJIBHBIX CCTAX
€CThb BO3MOXXHOCTb 6J'IOKI/IpOBKI/I OTIIPpaBKH COO6H.I€HPII>1 C OIIPEACIICHHBIX aIpECOB;

8. Ecm TBI cBUmeTens kubepOyimuara. TBOW NEMCTBUS: BBICTYMUTH MPOTUB TPECIe0BATEINS,
MOKa3aTh €My, YTO €ro JAEHCTBUS OIIEHHWBAIOTCS HEraTUBHO, MOAAEPKATh KEPTBY, KOTOPOH HYKHA
MICUXOJIOTHYECKast MOMOIIb, COOOIITUTH B3POCIBIM O (DaKTe arpeCCUBHOTO MOBECHHUS B CETH.

MoOunbHbIi Tes1edoH

COBpCMCHHBIe CMapT(I)OHLI U IJIAaHIICTBI COACPIKAT B cebe BIIOJIHE B3pOCHBIﬁ (I)yHKI_II/IOHaJ'I, n
TCIEPb OHU MOI'YyT KOHKYPHUPOBATH CO CTAIMOHAPHBIMH KOMIIBIOTCPAMMH. O}IHaKO, Cp€ACTB 3alIUTEI
JJIs HOI[O6HLIX YCTpOﬁCTB IIOKa OYCHbL Mallo. TGCTI/IpOBaHI/Ie 1 IIOUCK y;[3BPIMOCTCI>i B HHX
MPOUCXOAUT HE TAK UHTCHCHUBHO, KaK JJIs HK, TO K€ caMoO€ KacaeTcs 1 MOOMIIBHEIX l'[pPIJ'IO)KGHPIfI.



CoBpemeHHbIE MOOMIIbHBIE Opay3ephl YK€ MPAaKTUYEeCKU JOTHAIM HACTOJIbHBIE aHAJIOTH, OJTHAKO
pacmupenue pyHKIIMOHAIA BICUET 3a COO0M OOBIIYIO CII0XKHOCTh U MEHBIIIYIO 3aIUIIICHHOCTD.

Jlaneko He Bce MPOM3BOAUTENHM BBITYCKAIOT OOHOBJICHHUS, 3aKPBIBAIOIINE KPUTHUUYECKHE
YSA3BUMOCTH JJISI CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JJIA 0€3011aCHOCTH MOOHMILHOTO TeJ'Ie(bOHaZ

Hudgero ne sBmsgercs IMO-HaCTOAIEMY OecCIUIaTHBIM. By,Z[B OCTOPOXEH, BEAb KOTI'Ia Tebe
npeajararoT OecIuiaTHBIN KOHTCHT, B HCM MOT'YT OBITh CKPBITBEI KaKUEC-TO IIJIATHBIC YCIIYTH,

Hymaii, npexae yem ornpaButb SMS, ¢oro nim Buaeo. Tel TOUHO 3HAElIb, I7I€ OHU OYAYT B
KOHEYHOM HUTOre?

Heo6x0a1Mo 00HOBIIATE ONEPAIIIOHHYIO CHCTEMY TBOETO CMapT(OHa;
Vcnonp3yit aHTUBUPYCHBIE POTPAMMBI JJIs1 MOOMITBHBIX TeJIe(hOHOB;

He 3arpy>1<a171 MNPUIIOKCHUA OT HCU3BCCTHOTO MCTOYHHKA, BCAb OHHU MOIYT COACPKATH
BpCIOHOCHOC IIPOrpaMMHOC 06CCHC‘ICHI/IC;

[Tocne Toro Kak Thl BbliielIb € caiiTa, I'71€ BBOAWI JUYHYIO HH(OpMaLNIO, 3aliI1 B HACTPOUKHU
Opay3epa u ynanmu cookies;

HepI/IOI[I/I‘leCKI/I HpOBepHﬁ, KaKHC IVIATHBIC YCIIYI'H aKTUBUPOBAHBI HA TBOEM HOMECPCE,

JlaBail cBoif HOMEp MOOWJIBHOTO TeJeOoHa TOJNBKO IIOJSAM, KOTOPBIX Thl 3HAClIb U KOMY
JIOBEPSICIIIb;

Bluetooth momkeHn ObITH BBIKIIOYEH, KOTAAa Thl UM He moib3yemibcs. He 3a0biBali mHOTIA
MPOBEPSTH 3TO.

Online urpsi

CoBpeMeHHbIE OHJIAWH-UTPHI - 3TO KPACOUHBIE, 3aXBaThIBAIOIINE PA3BICUCHUS, 00BETUHSIOIINE
COTHHU ThICSIY YeJIOBEK M0 BceMy Mupy. Urpoku ucciaenyroT AaHHBIA UM MHUp, OOLIAIOTCS APYT C
JPYTOM, BBINOJHSIOT 33JaHUs, CPaXKarTCs ¢ MOHCTPaMH M IOJY4aroT OMNBIT. 32 YIOBOJIBCTBUE OHHU
IUIATAT: MMOKYTAIOT JUCK, OTJIAYUBAOT A0OHEMEHT WJIM MPUOOPETAIOT KAKHUE-TO OMIINH.

Bce atH cpencTBa MIyT Ha MOJJEp)KaHUE M pa3BUTHE MIPbI, a TaKXkKe Ha caMy 0e30MacHOCTb:
COBEpPILEHCTBYIOTCSI CUCTEMBbl aBTOPU3AIMH, BBITYCKAIOTCS HOBbIE MaT4yM (IU(POBBIE 3aMIaTKU JUIs
IPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HOI(O6HBIX HUrpax CTOUT OIaCaTbCA HE CTOJIbKO CBOUX COIICPHHUKOB, CKOJIBKO KPaXHU TBOCTO
apoJist, Ha KOTOpOM OCHOBAaHAa CUCTCMaA aBTOpHU3alluA OOJIBIIIMHCTBA urp.

OCHOBHBIE COBETHI IO O€30IaCHOCTH TBOETO HUI'PpOBOI'0 aKKayHTa:

1. Ecnu npyroii urpok BeeT ce0sl MI0X0 MM CO3AaeT Tebe HEMPUATHOCTH, 3a0JOKUPYH ero B
CIIMCKE UTPOKOB;

2. Iloxanyiics aIMMHUCTpAaTOpaM HIPbl Ha IUIOXO€ IOBEIEHHUE 3TOTO UIPOKA, XKEIATEIBHO
MIPUJIOKUTB KAKUE-TO TOKA3aTeNIbCTBA B BUJE CKPUHOB;

3. He yka3piBaii TMUHYI0 HHPOPMALIMIO B TIpodaiise urpsr,



4. YBaxail Ipyrux y4acTHUKOB 110 UTPE;
5. He ycranaBnuBaii HeouIIMaIbHBIC TTATYH ¥ MOJBI;
6. Mcnonb3yi clokKHbIE U pa3HbIE MApOJIH;

7. Jaxke Bo BpeMsi UTPbI HE CTOUT OTKJIIOYATh aHTUBUPYC. [Toka Thl Urpaemib, TBOM KOMIBIOTEP
MOTYT 3apa3UTh.

OUuIMHT WIN Kpaka JUIHbIX JAHHBbIX

OOBIYHON KpaXKeH JIeHer W JIOKYMEHTOB CErOJHS Y»E¢ HHUKOI'O HE YIWBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTUN 3JI0YMBINUICHHUKU TIEPEMECTUIINCh B UHTEPHET, M MPOJIOJDKAIOT 3aHUMAThCS
"IIF0OUMBIM" JIEJTOM.

Tak mosBMIach HOBas Yrpo3a: HHTEPHET-MOIICHHHYECTBA WJIM (UIIMHT, TJIaBHAs eNb
KOTOPOT'O COCTOUT B TOJy4YCHUH KOH(UACHIIMATBHBIX IaHHBIX MOJIb30BaTENeH - JIOTHHOB U MapoJjeH.
Ha anrmmiickom s3eike phishing unrtaercs kak ¢umunr (ot fishing - peiOnas moBms, password -
11apoJib).

OcHOBHBIE COBETHI 110 00PHOE C PUIIUHTOM:

1. Cnenu 3a cBOMM akkayHTOM. ECIi ThI IOJ103peBacIlb, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0AMMO 3a0JIOKUPOBATH €€ U COOOIIUTH aJIMUHUCTPATOPaM pecypca 00 3TOM Kak MOKHO CKOpee;

2. Hcnonw3yit Oe3zomacHble BeO-caliThl, B TOM YHCJE, UHTEPHET-MarasMiHOB U TOUCKOBBIX
CHCTEM;

3. Hcnonb3yii clnokHble W pa3Hble mapoinu. TakuM oOpazoMm, eciu TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKHU TOTy4YaT JOCTYH TOJIBKO K OJJHOMY TBOEMY MPOQUIIO B CETH, a HE KO BCEM;

4. Eciu 1e0s B3IOMaM, TO HEOOXOIUMO MPEAYNPEIUTh BCEX CBOMX 3HAKOMBIX, KOTOPBIE
N00aBJIEHBl y TE€OS B APY3bsIX, O TOM, YTO T€OsI B3JIOMAJIM U, BO3MOXHO, OT TBOETO MMEHHU OyIeT
pacchuIaThCs CllaM M CCHUIKU Ha (PUITUHTOBBIE CalTHI;

5. YcranoBu HaaexHbI napois (PIN) Ha MOOUITBHBIN TenedoH;
6. OTKIII0YM cOXpaHEHHE MMapoJs B Opaysepe;

7. He oTkpbiBaii (ailnbl U Ipyrue BIOKEHUS B MHUCHbMax, Jake €CIIM OHU MPHUIIUIA OT TBOUX
npy3ei. Jlydie yrouHu y HUX, OTIPABIISUIA JTU OHU TeOe 3TH (haiiibl.

Hudposas penyranus

[MudpoBas penmyranms - 3TO HEraTUBHAS WM IO3UTHUBHas HH(pOpMalMs B CeTH O Tebe.
Kommnpomerupytomass uHpopMaiusi, pa3MellleHHass B MHTEPHETE, MOXET CEepPhe3HbIM 00pa3zom
OTpasuThbcs Ha TBoed peanbHOM ku3HU. "lludpoBas pemnyranus" - 3T0 TBOH MMMJIK, KOTOPBIH
bopmupyetcs u3 nHGopMaIuu 0 Tebe B UHTEPHETE.

TBoe MecTo JKHTCJIIbCTBA, y‘{C6LI, TBOC (I)I/IHaHCOBOC TTOJIOXKCHHUC, 0COOEHHOCTHU XapaKkTepa U
paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIUBACTCS B CCTH.

MHorue MOoApOCTKH JIETKOMBICIIEHHO OTHOCATCS K IYOJMKAlMM JIMYHOW WHGPOpManuu B
WHuTepHeTe, HE MOHMMAas BO3MOXKHBIX NMOCIEACTBUM. Thl Aake HE CMOXKEIIb 0TaJaThCsl O TOM, UTO
dororpadus, pasmelieHHas 5 JeT Ha3all, cTaja MPUYMHON 0TKa3a MPUHATH TeOs Ha paboTy.



Kommenrapuu, pasmerienue TBoux (Gotorpaduii u qpyrue 1eiHCTBUS MOTYT HE UCUE3HYTh JaKe
10CJI€ TOTO, KaK ThI UX yIalullb. Thl HE 3HACIIb, KTO COXPAHWI 3Ty HH(POPMAIUIO, TIOTaNa I OHA B
IIOUCKOBBIE CUCTEMBI M COXPAHUJIACh JIM OHA, A [VIABHOE: YTO MOJYyMatOT 0 TeOe OKPY’KaroLIHe JII0/H,
KOTOpBbIE HAMIyT U yBUIAT 3T0. HaifTn nHpOpMamio MHOTO JIET CIYCTSI CMOXET JIF0OOW - Kak 3
JOOPBIX MOOYXIEHHUH, TaK U ¢ HAMEPEHUEM NIPUUUHUTD Bpell. DTO MOXKET ObITh KTO YTO/IHO.

OCHOBHBIE COBETHI 110 3aIIUTE TU(POBON PEITyTAIHH:

1. [Tonymaii, npex/ie uem 4To-To MyOIMKOBATh U MepeaaBaTh y ce0s B 6JIore Wil B COIIMAIbHOM
ceTH;

2. B Hactpoiikax mpo¢uis yCTaHOBH OTPaHMYCHHS Ha MPOCMOTP TBOETO MPOQMIL U €ro
COJIEP’)KUMOT0, ClIeNail ero TOJbKO "Isl Ipy3en';

3. He pa3Mmeniail 1 He yKas3biBalk HH(POPMAIMIO, KOTOPas MOXET KOrO-THOO OCKOPOJIATH HIIU
00MXKaTh.

ABTOpCKOE IPaBo

CoBpeMeHHbIE IIKOJIBHUKU - aKTUBHBIE M0JIb30BaTeNM LU(POBOro mnpocrtpaHcTBa. OgHAKO
JAJIEKO HE BCE 3HAIOT, YTO IMOJIb30BAHME MHOTMMH BO3MOXKHOCTSAMH LHU(PPOBOr0 MHUpa TpedyeT
COOITIO/ICHHSI TTPAB HA MHTEIICKTYAIBHYIO COOCTBEHHOCTD.

TepMI/IH "I/IHTCJ'IJ'ICKTyaJ'ILHaH COOCTBEHHOCTL" OTHOCHUTCI K pa3sIMdHbIM  TBOPCHUAM
YCJIOBCYECKOI'0 yMa, HauuHasi ¢ HOBBIX I/I306pCTCHHI>’I 1 3HAKOB, 0603Haqa}oumx COOCTBEHHOCTH Ha
MNPOAYKTBI U YCIIYI'H, W 3aKaH4YMBasgd KHHUIaMH, d)OTOFpa(l)I/IﬂMI/I, KI/IHO(i)I/IJII)MaMI/I U MY3bIKaJIbHBIMHU
MMPOU3BCACHUAMMU.

ABTOpCKHeE MpaBa - 3TO MpaBa Ha UHTEUIEKTYAJIIbHYI0 COOCTBEHHOCTh Ha IIPOM3BE/ICHUS HAyKH,
JUTEpaTypbl M HCKycCTBAa. ABTOPCKME TMpaBa BBICTYNAIOT B KaueCcTBE TapaHTHUM TOrO, 4TO
UHTEJUIEKTYaJIbHBIN/TBOPUECKUI Tpya aBTOpa He OylIeT HampacHbIM, JacT €My CIpaBeIJUBbIE
BO3MOXHOCTH 3apaboTaTh Ha pe3yslbTaTax CBOErO TPyJa, MOJYYHUTh H3BECTHOCTb U IPU3HAHUE.
Huxkrto 6e3 pasperieHus aBTOpa HE MOXKET BOCIPOM3BOAUTH €ro MPOM3BENIEHHE, PACIpPOCTPAHSTD,
nyOJIMYHO IEMOHCTPUPOBATH, IPOJaBaTh, UMIIOPTUPOBATh, TyCKaTh B MPOKAT, MyOIMYHO UCTIOIHSITD,
MOKa3bIBaTh/UCIIONHATH B 3(upe win pa3meniars B IHTepHeTe.

Hcnons3zoBanne "muparckoro" MporpaMMHOTO OOECIeUeHUss MOXKET MPUBECTH K MHOTHM
pUcKaMm: OT TIOTepU JAHHBIX K TBOMM aKKayHTaM 0 OJIOKUPOBKH TBOETO YCTPOMCTBA, TJIE
yCTaHOBJIEHA HelleralibHas mporpamma. He cTOUT Takke 3a0bIBaTh, YTO CYIIECTBYIOT JIETAIBHBIE U
OecrutaTHbIe TPOTPAMMBI, KOTOPbIE MOKHO HAWTH B CETH.

O nopraJjie
CereBu4oK.p( - TBOM TJIaBHBIA COBETYHMK B CETU. 3/1€Ch ThI MOXKEIIIb y3HATHh O OE30MAaCHOCTH B

CETH MOHSATHBIM M JIOCTYITHBIM SI3bIKOM, a MIPU BO3HUKHOBEHUHM KPUTHUYECKOW CHTyallud OOpaTUThCS
3a COBETOM. A Tak)ke MPUHSITh y4acTHe B KOHKYpPCaX U CTaTh CAMBIM LIU(PPOBBIM IPaK IaHUHOM !



